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This paper was originally written in 2012 to assist the allotment societies in the London Borough of Barnet to manage their allotment sites under the new self management regime.   At that time, the advice around the holding and processing of personal data by allotment societies was based upon the requirements of the Data Protection Act 1988 (DPA).   On May 25 2018 this legislation is replaced by the General Data Protection Regulation (GDPR), which although it originates within the European Union is expected to remain in place after Brexit.   

This revised version of the paper reflects the changes to the legal requirements in so far as they affect allotment societies.   In summary, the requirements of the DPA remain unchanged but there are additional requirements relating to a) the consent of the people involved to the holding and processing of their personal data, and b) the mandatory reporting of personal data breaches.

This paper is a practical guide to complying with what the law requires.   The advice below is not a complete description of how to comply with the law in all circumstances but a short summary of the main points as they apply to the allotment societies in this Borough and some simple advice on how to comply.   
This guidance is the Federation’s understanding as to what allotment societies should do in order to meet the requirements of the law. It does not say what they must do, since it is the responsibility of each society to make its own decisions as to how it ensures compliance.

DATA PROTECTION
The GDPR is a substantial piece of legislation designed to protect the right of people to privacy in the internet age when information about them is being collected and processed.   It applies to all personal data held by societies in any form; this means that it covers paper records as well as electronic ones.

The DPA 1988 established an Information Commissioner whose Office has a website with much practical advice at https://www.ico.org.uk/. This role continues under the new regime.   You will find the ICO’s guide to the GDPR at https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/.
The ICO’s guide is extensive and complicated. This advisory paper attempts to distill and present the requirements of the GDPR as they apply to small organisations in general and Barnet allotment societies in particular. In case of doubt however you should refer to the ICO guide.

The Council’s Requirement

The Council is sufficiently concerned about compliance with this piece of general legislation that they have included the following requirements on societies in their leases.   These requirements are merely some of the things which the DPA already demanded.   While leases refer to the DPA, they remain applicable since the GPDR is equivalent legislation, 
3(36)
To comply at all times in relation to personal data (as defined in Section 1(1) of the Data Protection Act 1998 (DPA) with the DPA and any equivalent or associated legislation and not to knowingly do anything [or permit anything] to be done which might lead to a breach of the DPA. Such provisions include but are not limited to 
(i) adopting appropriate security measures to prevent unauthorized or unlawful processing of such personal data and accidental loss or destruction of or damage to it 
(ii) not retaining such personal data for any longer than is necessary and securely destroying it when no longer required and 
(iii) not disclosing information to any third party without prior knowledge or consent of an individual who is the subject of such personal data.
The Council also requires in the lease that your society keeps certain information about tenants, applicants and private gates.   This clause allows them to visit you to inspect this information and check that it is being kept but the Council is not entitled to copy the information or have it sent to them.
3(29)
To keep and maintain up to date:-

(a)
copies of each of the sub-letting tenancy agreements permitted under Clause 3(4)(ii)3

(b)
registers of applicants for sub-lettings together with the date of receipt of each application

(c)
registers of the individual Allotment Gardens and the names and addresses of the Members to whom they are sublet and 

(d)
copies of access licenses permitted under Clause 3(18) 

and to permit the Corporation by its officers to inspect any of the above at all reasonable times.
Registering with the Information Commissioner

The GPDR requires all parties who process personal information to register with the Commissioner but there is an exemption, described at https://www.ico.org.uk/for-organisations/guide-to-data-protection/exemptions/, for most non-profit organisations. Provided your allotment society processes only information which is relevant to managing your allotment site then you do not need to register with the Commissioner.   But you should still meet the requirements of the GPDR in the way in which you hold and process the data.

There is however one activity for which registration is required and that is if your society uses CCTV for the purposes of crime detection. A fee of £35 is payable. See https://ico.org.uk/for-organisations/guide-to-data-protection/cctv/
Data Controller and Data Processor
The GDPR requires organisations that hold and process personal data to identify people to take on the roles of Data Controller and Data Processor.  A controller determines the purposes and means of processing personal data while a processor is responsible for processing personal data on behalf of a controller.  

This means that a society should nominate people from among its members to undertake these roles. It would seem appropriate for the controller to be a member of its committee and for the committee to formally endorse the controller’s recommendations. 
In summary a controller should

· be the person who determines why the society collects personal data, how it collects it and how it is used.

· that the society is fulfilling the terms of its lease with Barnet in this respect. 

· be responsible for the Privacy Statement (see below).

· review the situation each year (particularly if there are changes in legislation) and bring suggestions to the Committee for approval.  

On the other hand, the processor could be either a committee member or a tenant with the appropriate technical skills.
Consent to the Holding and Processing of Data
The DPA did not require organisations holding personal data to obtain the consent of the persons whose data they held.  Under the GPDR, the situation is different; it requires that you have a lawful basis in order to process personal data. This is discussed in detail at https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/. There are six available lawful bases for processing, one of which is ‘consent’. However that which is applicable to allotment societies that process personal data in order to manage their sites and tenancies is ‘legitimate interests’; this is information that a society requires in order to undertake its role and includes that which the lease requires to keep (see above). 

However, the GDPR includes a new definition; that of special category data which is personal data that is more sensitive and therefore needs more protection. This includes, inter alia, personal information that a society might hold for statistical purposes such as race, ethnic origin, religion, health and sexual orientation. Such data may only be held if the reasons for holding them are stated in writing and if the subject has explicitly consented to it. It is unlikely that information on gender would require consent, since a society would need it in relation to gender equality legislation. 
Data Security

All personal data must be held securely and only be accessible to those who need to use it in order to undertake the society’s activities. Such activities would include the letting and management of plots and the sending of information to members by post or email. When deciding on security measures, you should consider all processes involved in the collection, storage, use and disposal of the data. You should consider how valuable, sensitive or confidential the information is and what damage or distress could be caused to individuals if there was a security breach.

If data are held electronically, then a router firewall as provided by internet service providers (BT, Virgin, Talk-Talk, etc.) should be configured to prevent intrusion to attached computers. If data are held on a system that is used or shared by others, only those who can be trusted should be allowed access to it. Antivirus software should be kept up to date. If data are held in the cloud, be sure that the cloud provider has security measures in place to prevent access by others – for example, if using Dropbox, do not give access to the data to those who are not entitled to see it. Back-up devices, such as CDs and USBs, should not be left unattended and should be locked away when not in use.
If data are held on paper, they should be kept under lock and key when not in use with access allowed only to those who need to use it.

Do not allow members access to each other’s personal data  Committee members are entitled to access all information held by their society or its officers acting for the society, but they should refrain from asking for personal data unless they need it to discharge their duty as a committee member.
Personal Data Breaches
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. See https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
The GDPR introduces a duty to report certain types of personal data breach to the ICO. You must do this within 72 hours of becoming aware of the breach, where feasible.

One potential breach that it is only too easy to cause and which societies should beware of is the accidental disclosure of email addresses by including them in the To: or Cc: fields of an email to members. They should only ever be put in the Bcc: field. Other possible breaches include the loss of a USB data stick or a laptop containing unencrypted data.
Information Policy

Your society should decide in committee what information it will collect and hold about each applicant and plot holder, how it will store it securely, how it will update it, and when it will be destroyed.   You might also decide to keep some details about other people who regularly help a plot holder on the site, even if your society chooses not to admit them to a joint tenancy or membership.   You could legitimately also hold contact details for your site’s neighbours.   All this information is vital to your society and you should decide who will hold and process it and how often a copy or backup will be made and who will hold that so the data cannot disappear with an officer or a malfunctioning computer.  Always ask the question, “does my society really need to keep this item of information on file?”
You may decide to collect the following information about plot holders:

· Contact - Title and full name, address, telephone numbers and e-mail addresses.   You may also consider asking for an alternative person with their contact details for when a tenant is uncontactable following, for example, the onset of a sudden major illness or an accident. 
· Skills - The professional and other skills, experiences and knowledge which might be useful to the society in future
· Other - Any other personal information which is relevant to your society’s management of the allotments and the society (see below).

· History - You may wish to keep a record of each plot holder’s plot inspection results, letters, warnings and other history which may be relevant to any future dispute or disciplinary matter.   But bear in mind that this should be factual and is available to the person concerned.

You should decide the wording of your privacy statement (see below) and where it will be published.
Privacy Statement
You should supply a privacy statement to your plot holders about what information you hold about them, why you hold it and what you will do with it.   This should be supplied when they go onto a waiting list and again when they become a plot holder and member of your society.   The wording should be in simple English along the following lines:
Tenants’ contact details, allotment history and other information relevant to their tenancy and membership of the Society will be stored by the Society and may be kept on computer and/or on paper.  This information will be used only for the management and administration of the Society and the site and will not be disclosed to third parties unless the Society is required to do so by law or in compliance with legal obligations. The Tenant may inspect the information held by the Society about him or her on request.
It would be sensible to add to this explanation if your society wants to know any of the following:

· Medical information – This is classed as “sensitive” and might be required so that the society’s officers were aware of medical problems which could occur on the allotment site.
· Racial or ethnic information – This too is classed as “sensitive” and might be inferred where a society wants to record the languages in which a plot holder can easily communicate.

· Financial information – If you offer a discount to those on means-tested state benefits, your society will need to know what means-tested benefits a plot holder receives.
· Skills and Experience – It helps society officers to fit jobs to people and solve problems if they know what skills and experiences their plot holders have.

Special category (sensitive) personal information is defined in the GDPR and there should be explicit agreement from the individual for your society to process it.   This is achieved if such information is supplied by that person.
GDPR checklists
On the website of the Information Commissioner’s Office there are checklists for organisations to use to help them to determine how well prepared they are for the GDPR. There are links to them at https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/. 

You might find it useful to use the checklists. Once completed a list may be submitted; it is then processed automatically and an assessment of the organisation’s readiness is returned. This is a completely anonymous process, so may be used without fear of retribution. The lists are lengthy since they are designed to be used by organisations of all sizes; in the case of small organisations such as allotment societies it is necessary only to tick the ‘not applicable’ option in answer to many of the questions.
Summary
Under the GDPR you must: 

· Identify members to take on the roles of Data Controller and Data Processor 
· Only collect information that you need for a specific purpose 

· Identify your legal basis for processing and document it
· Obtain consent to the holding and processing of special category (sensitive) data
· Ensure the data are relevant and up to date – One way of doing this is to ask each member to confirm or correct the information you hold about them when they pay their rent each year.

· Only hold as much as you need, and only for as long as you need it – There are good reasons for holding ex plot holders’ details for a time in case of further contact.
· Document what personal data you hold, where it came from, with whom you share it and what you do with it   
· Keep the data secure 

· Establish written procedures for handling data breaches 
· Register CCTV systems with the Information Commissioner’s Office
· Publish and make available a privacy statement
· Allow the subject of the information to see it on request
FREEDOM OF INFORMATION
The Information Commissioner is also responsible for regulating the Freedom of Information Act. 

Very simply the Freedom of Information Act 2000 requires public authorities and those acting under their control to provide any information, with certain exceptions, to any person who asks for it.   This Act does not apply to the allotment societies in the London Borough of Barnet since they are not public authorities.

The Council therefore cannot demand that your society supplies information which they may need to answer a request for information under the Freedom of Information Act.   Of course, you may choose to supply the requested information if you wish, subject to the requirements of the Data Protection Act.
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